Decision Tree — Can I apply for a consent declaration:

v

Yes - Ongoing research

Transitional arrangements apply

Do you have the explicit consent of the data subjects in
line with GDPR requirements and the Health Research
Regulations 2018 to use personal data for the project?

KDO you have a research ethics approval letter for your researchJ

Is your health research project current/ongoing or is it new?\

project dated on or before 07 August 2018?

Yes:

A\ 4

The explicit consent of the data subject should be recorded and
all other elements of GDPR and the Health Research

Regulations 2018 must be observed

v

Suitable and specific measures required to safeguard the
fundamental rights and freedoms of the data subject

1988 & 2003?

Does the explicit consent you have
obtained meet the standards set down by
the EU Data Protection Directive 95/46/
EC and the previous Data Protection Acts

No - New researchﬁ

New Arrangements apply
Can you obtain the explicit consent of the data subjects in
line with GDPR requirements and the Health Research
Regulations 2018 to use personal data for the project?

Yes 1 No
\ 2 ) 4

Is consent

The explicit consent of the data subject
should be recorded and all other elements
of GDPR and the Health Research
Regulations 2018 must be observed
(Refer to Panel Health Research
Regulations 2018, Regulation 3(1)

Does the public interest in carrying out the
health research significantly outweigh the
public interest in requiring the explicit consent
of the data subject?

Does the public interest in carrying out the
health research significantly outweigh the

withdrawn?

v ¥

Health Research Regulations 2018, Regulation 3(1)

a. arrangements are in place so that personal data shall be used

as is necessary to achieve the objective of the health
research and shall not be used in such a way that
damage or distress is, or is likely to be, caused to the
data subject;

b. appropriate governance structures for the carrying out of the

(M)
(i)
(i)
(iv)
(v)
(vi)

(vii)

health research are in place, including -

ethical approval of the health research by a
research ethics committee,

specification of the controller involved,

in the case of joint controllers within the
meaning of GDPR Article 26, compliance with
GDPR Atrticle 26,

specification of any data processors involved,
specification of any person who provides
funding for or otherwise supports the project,
specification of any person (other than a person
in clause (iii) or (iv)) with whom it is intended
to share any of the personal data collected
(including in a pseudonymised or anonymised
form) and the purpose of such sharing,
provision of training in data protection law and
practice to those individuals involved in
carrying out the health research;

c. the following processes and procedures relating to the

0]

(i)

(iii)

(v)

V)

(vi)
(vii)

(viii)

management and conduct of the health research are
in place:

the carrying out of an assessment of the data
protection implications of the health research;
where the assessment carried out under clause
(i) indicates a high risk to the rights and
freedoms of individuals, the carrying out of a
data protection impact assessment;

measures that demonstrate compliance with the
data minimisation principle in GDPR Atrticle
5

controls to limit access to the personal data
undergoing processing in order to prevent
unauthorised consultation, alteration, disclosure
or erasure of personal data;

controls to log whether and by whom personal
data have been consulted, altered, disclosed or
erased;

measures to protect the security of the personal
data concerned,

arrangements to anonymise, archive or destroy
personal data once the health research has been
completed,

other technical and organisational measures
designed to ensure that processing is carried out
in accordance with the GDPR, together with
processes for testing and evaluating the
effectiveness of such measures;

d. arrangements to ensure that personal data are processed in a

a) Have you undertaken a data protection
impact assessment in accordance with GDPR
Article 35(1)?

Does the public interest in
carrying out the health research
significantly outweigh the public
< interest in requiring the explicit
consent of the data subject?

b) Have you made efforts to contact the data
subject who previously provided consent for
the health research for the purposes of .

reobtaining consent from that data subject? No

h 4
Can the personal data
be fully anonymised?

You do not
need to apply
for a consent
declaration as

v anonymised
data falls
You may apply outside the
for a consent remit of GDPR
declaration and the Health
Research
Regulations
2018
\ 4

Consent Declaration Application
Health Research Regulation 6(4)(b) -Transitional arrangements - until 30 April 2019

a. written information that clearly identifies:
(i) that the data controller has a valid and lawful basis for the processing of the
personal data, and
(i) that the data controller meets one of the conditions outlined in GDPR Article
9(2)

b. written information that clearly specifies the data controller involved and, in the case of
joint data controllers, the division of responsibilities, within the meaning of GDPR Atrticle
26
¢. written information demonstrating that —
0] the health research requires that personal data of a type specified be obtained
and used rather than anonymised data
(if)  the personal data will not be used in such a way that damage or distress is, or is
likely to be, caused to the data subject
(iii)  the collection and use of the personal data will go no further than is necessary

_ Mo i You do not
L Yes—p demc?nstratmg that the public interest in need to apply
carrying out the health research significantly for a consent
outweighs the public interest in requiring the declaration as
explicit consent of the data subject together anonymised
with a statement setting out the reasons why it data falls
is not proposed to seek the consent of the data outside the
subject for the purposes of the health research? remit of GDPR
and the Health
Research
Ve No Regulations
2018

public interest in requiring the explicit
consent of the data subject?

| N
Yes No
v v

a) Have you undertaken a data protection
impact assessment in accordance with GDPR

Can the personal data
be fully anonymised?

Article 35(1)?

rYes—I—No

b) Can you provide written information

A\ 4

You may apply
for a consent
declaration

¢ Yes: Nu—v

Can the
a) Have you undertaken a data personal data
protection impact assessment in be fully
accordance with GDPR Article 35(1)? anonymised?

L

b) Do you have ethical approval for

the proposed research from a ‘rYes
research ethics committee? You do not

need to apply
c) Can you provide written for a consent
information demonstrating that the < declaration as
public interest in carrying out the anonymised
health research significantly data falls
outweighs the public interest in outside the
requiring the explicit consent of the remit of GDPR
data subject together with a and the Health
statement setting out the reasons Research
why it is not proposed to seek the Regulations
consent of the data subject for the 2018
purposes of the health research?

—Yes No

\ 4

You may apply
for a consent
declaration

Consent Declaration Application
Health Research Regulation 6(4)(a) -Transitional arrangements — until 30 April 2019

Consent Declaration Application
Health Research Regulation 5(1) - New research

transparent manner are identified and in place;

e. explicit consent has been obtained from the data subject,

prior to the commencement of the health research,
for the processing of his or her personal data for the
purpose of specified health research, either in
relation to a particular area or more generally in that
area or a related area of health research, or part
thereof.

for the attainment of the research objective

(iv)  there will be no disclosure of the personal data unless that disclosure is required
by law or the data subject has given his or her explicit consent

(v)  measures referred to in Regulation 3(1)(b)(iv) to (vi), 3(1)(c)(iii) to (vii), and
3(1)(d) have been identified and will be put in place before the health research
continues

(Vic)i a data protection officer has been appointed in relation to the health research,
an

(vii) ethical approval from a research ethics committee has been received
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d. acopy of the result of the data protection impact assessment that has been carried out,
with particular references to the possibility of data linkages and details of any consultations
undertaken with potential data subjects

e. written information demonstrating that the data controller has made reasonable efforts to
contact the data subject who previously provided consent for the health research in
accordance with Directive 95/46/EC of the European Parliament and of the Council of 24
October 1995 [OJ No. L 281, 23.11.1995, p.31] and the Data Protection Acts 1988 and
2003 for the purposes of reobtaining consent from that data subject.

a. written information that clearly identifies:
(i) that the data controller has a valid and lawful basis for the processing of the
personal data, and
(ii) that the data controller meets one of the conditions outlined in GDPR Article
9(2)

b. written information that clearly specifies the data controller involved and, in the
case of joint data controllers, the division of responsibilities, within the meaning of
GDPR Atrticle 26

c. written information demonstrating that —
(i) the health research requires that personal data of a type specified be
obtained and used rather than anonymised data
(if)  the personal data will not be used in such a way that damage or distress is,
or is likely to be, caused to the data subject
(iii)  the collection and use of the personal data will go no further than is
necessary for the attainment of the research objective
(iv)  there will be no disclosure of the personal data unless that disclosure is
required by law or the data subject has given his or her explicit consent
(v)  measures referred to in Regulation 3(1)(b)(iv) to (vi), 3(1)(c)(iii) to (vii),
and 3(1)(d) have been identified and will be put in place before the health
research continues
(vi) adata protection officer has been appointed in relation to the health
research, and
(vii) ethical approval from a research ethics committee has been received

d. acopy of the result of the data protection impact assessment that has been carried
out, with particular references to the possibility of data linkages and details of any
consultations undertaken with potential data subjects

e. written information demonstrating that the public interest in carrying out the
health research significantly outweighs the public interest in requiring the explicit
consent of the data subject together with a statement setting out the reasons why it is
not proposed to seek the consent of the data subject for the purposes of the health
research

a. written information that clearly identifies:
(i) that the data controller has a valid and lawful basis for the processing of the
personal data, and
(i) that the data controller meets one of the conditions outlined in GDPR Article
9(2)

b. written information that clearly specifies the data controller involved and, in the
case of joint data controllers, the division of responsibilities, within the meaning of
GDPR Atrticle 26

¢. written information demonstrating that —
(i) the health research requires that personal data of a type specified be
obtained and used rather than anonymised data
(i) the personal data will not be used in such a way that damage or distress
is, or is likely to be, caused to the data subject
(iif)  the collection and use of the personal data will go no further than is

required by |

necessary for the attainment of the research objective
(iv)  there will be no disclosure of the personal data unless that disclosure is
aw or the data subject has given his or her explicit consent

(v)  measures referred to in Regulation 3(1)(b)(iv) to (vi), 3(1)(c)(iii) to (vii),
and 3(1)(d) have been identified and will be put in place before the health
research continues
(vi) adata protection officer has been appointed in relation to the health
research, and

(vii) ethical approval from a research ethics committee has been received

d. acopy of the result of the data protection impact assessment that has been carried
out, with particular references to the possibility of data linkages and details of any
consultations undertaken with potential data subjects

e. written information demonstrating that the public interest in carrying out the
health research significantly outweighs the public interest in requiring the explicit
consent of the data subject together with a statement setting out the reasons why it is
not proposed to seek the consent of the data subject for the purposes of the health
research

How do | know if the consent that | have obtained for my research is in accordance with
Directive 95/46/EC and the Data Protection Acts 1988 and 2003?

Please consult with your organisation's DPO to assess whether or not the consent that you
have in place is in accordance with the previous Data Protection regime

A data subject’s consent according to Article 2(h) of the Data Protection Directive (95/46/
EC) “shall mean any freely given specific and informed indication of his wishes by which the
data subject signifies his agreement to personal data relating to him being processed.”

For Data Protection Commissioner Guidance on use of medical data for research purposes
under Directive 95/46/EC, refer to: https://dataprotection.ie/documents/guidance/
Health_research.pdf

Public Interest Test

Public Interest Test

a. Is my research of "public interest"
b. Does the public interest of the research significantly outweigh the public interest in
requiring the explicit consent of the individual whose data is being processed?

a. Is my research of "public interest"
b. Does the public interest of the research Significantly outweigh the public interest in
requiring the explicit consent of the individual whose data is being processed?
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